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Quantum Key Distribution (QKD) is a secure communication method that
implements a cryptographic protocol incorporating components of quantum
mechanics. It enables two parties to generate a shared random secret key
known only to them, which is used to encrypt and decrypt the messages.
Both sides use a single photon (a quantum particle) in the operation of QKD
system, different QKD are designed to prevent the entire communication
system from being tampered with in the photons used in communication.
QKD is the most developed application of quantum cryptography.
Different QDKs are are designed in such a way that if there is any discrepancy
in the photons being used, the entire communication system can be stopped.
Recently, the indigenous quantum key distribution technology was unveiled by
the Center for Development of Telematics (C-DOT). It is capable of carrying a
distance of more than 100 kilometers on standard optical fiber. This will be
helpful in addressing the threats related to data security in the
advancement of quantum computing.
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